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The Coast Guard’s Information 
Sharing Process 

In February 2003, The Coast Guard, 
National Response Center (NRC) and 
National Infrastructure Protection Center 
(NIPC) signed a MOU.

Maritime ISAC
The Partnership

Public
• Department of Homeland 

Security
• U. S. Coast Guard
• Federal, State & Local 

Law Enforcement
• Federal, State & Local 

Emergency Response 
Organizations

• Intelligence Organizations
• International Partners

Private
• Port Authorities
• Maritime Exchanges
• Facility Operators
• Vessel Owners & 

Operators
• Port Services & Support 

Organizations
• Labor
• Port Dependent & 

Interdependent 
Organizations
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For Further Information, contact 
LCDR Thomson (202) 267- 6166 
or LT Kenneth Washington 
(202) 267- 0029.

www.uscg.mil/hq/
g-m/mp/news_events.shtml
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Maritime ISAC
Typical Information Flow
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SENSITIVE INFORMATION IN THE 
MARITIME ENVIRONMENT

SENSITIVE INFORMATION IN THE 
MARITIME ENVIRONMENT

ProblemProblem
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WHAT IS SENSITIVE INFO

FOUO ???????

SHSI ????????

SSI ???????

LES ??????

PCII ?????????

CII ????????

COAST GUARD INFO PROCESSING

• Sensitive Security Information (SSI)

• For Official Use Only (FOUO)
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SENSITIVE SECURITY INFO 
IS

• Specific information that would be a 
detriment to transportation security if 
improperly released; 

• information that would be an unwarranted 
invasion of personal privacy;

• or reveal a trade secret or privileged or 
confidential commercial or financial 
information

CLASSIFIED INFORMATION

• Classification is reserved for specific categories of 
information as defined in E.O. 12958

• We must stress that classified information is not SSI 
and generally will not be released to industry

• The CG is developing a classification guide for 
maritime issues  for use within the Department of 
Homeland Security

• Certain state, local, and industry partners will be 
designated for clearances by the COTPs
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SENSITIVE SECURITY 
INFORMATION (SSI)

• TSA’s SSI regulation is 49 CFR Part 
1520
•Coast Guard interpretation of the TSA 

reg is found in NVIC 10-04 (specific to 
the maritime community)
• See http://www.uscg.mil/hq/g-

m/nvic/index.htm for a copy

Examples of Maritime SSI

• Facility/Vessel Vulnerability Assessments
• Facility/Vessel Security Plans
• The Area Maritime Security (AMS) Plans 
• Any vulnerability assessments in the AMS
• Specific details of your facility or vessel 

security response plans
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Handling SSI 

• You must take reasonable steps to 
safeguard SSI 

• SSI should only be shared with employees 
and contractors that have a need to know

• NVIC 10-04 provides guidance

“America’s Waterway Watch”

Maritime Homeland Security 
Outreach and Awareness

Program

Family of Watch Programs
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•
• Following 9-11, Coast Guard 
encouraged maritime stakeholders   
to report suspicious activity to the 
National Response Center  

• Field units engaged in educating 
the public to report suspicious 
activity

Program Summary

• Approximately 34 local waterway 
watch programs have been started  

• America’s Waterway Watch is 
locally focused but nationally 
connected.

“America’s Waterway Watch”

Program Summary



9

Central Reporting  Information
The National Response Center

1-800-424-8802
Or 1-877-24-WATCH (9-2824)

Local Law Enforcement
(Emergency Situations) 

911 or Ch-16 VHF-FM

Brochure (Cover Page)
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Brochure (Inside Page)

Wallet Card
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